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Introduction 

 The following research paper examines the current practices of network traffic analysis, 

including the issues it faces, and the emerging technologies that will drive its evolution in the 

near future. Topics analyzed include an overview of current standard network traffic monitoring 

practices, their purpose, how they work, and their limitations. Furthermore, an exploration of the 

changing nature (IoT) and size of networks will be conducted, including how these developments 

will likely impact current traffic analysis methods. Moreover, these novel network types 

necessitate a comparison between machine learning (ML), artificial neural networks (ANNs), 

and deep learning (DL). Lastly, deep learning-enabled network traffic intrusion tools will be 

examined, and a conclusion will be reached about the role this technology will play in the future 

of network traffic analysis.    

Network Traffic Analysis Overview 

The purpose of network traffic analysis at its core is to help preserve the confidentiality, 

integrity, and availability (CIA) of an information network in order for an organization to 

reliably use that information network to achieve its business goals (Chai, 2023; English, 2020). 

To that point, network traffic analysis is an important part of sound information and network 

security architecture as it is used to identify potential threats and attacks early on. In this way, 

traffic analysis allows an organization to limit the harm caused by those threats and attacks, and 

therefore helps preserve the confidentiality and integrity of its information network (Chai, 2023; 

English, 2020). Moreover, the other main aspect of network traffic analysis involves using tools 

that evaluate the availability of a network in detail, going well beyond just a simple ‘yes or no’ 

regarding network availability (English, 2020). These network details include measuring 

“network throughput, packet loss ratio, latency, and jitter (or delay variation)” (Abbasi et al., 
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2021). However, for the purposes of this essay, the focus will center on how network traffic 

analysis can be used to secure a network as opposed to maximizing its efficiency. 

Moreover, whether analyzing network traffic for security or performance purposes, 

certain essential network traffic analysis practices must be implemented first (English, 2020). 

The first of which requires creating “a baseline so you know what's normal” (English, 2020), 

otherwise you will not be able to understand what a slow network or an attack looks like as you 

will have no reference point from which to compare (English, 2020). Another essential traffic 

analysis practice is to understand how your network data is being gathered, as both active and 

passive traffic-gathering methods can be employed (Abbasi et al., 2021; English, 2020). To that 

point, active gathering procedures refer to “generating and injecting probe traffic into a network 

in order to learn about the state of the network” (Abbasi et al., 2021) while passive collection 

practices refer to analyzing naturally occurring network traffic (obtained by placing passive 

probes at network interfaces) after it has occurred (Abbasi et al., 2021). The benefit of active 

gathering is that it provides a controlled environment where specific traffic situations can be 

observed in real-time, thereby enabling a deeper level of insight into the traffic data (Abbasi et 

al., 2021). While the benefit of passive gathering is that it can be used to help analyze traffic 

after it has occurred, including most valuably, “in post-event situations” (Abbasi et al., 2021). 

Furthermore, post-incident analysis allows network administrators/analysts to gain insights into 

what led to certain network conditions, and as a result, they can better protect the network 

against similar situations occurring in the future (Abbasi et al., 2021). However, for analysis to 

occur, the collected network traffic data must first undergo a series of processes that enable 

insights to be drawn out of the raw data. 
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Network Traffic Analysis Methodology 

Once traffic data has been collected from the appropriate network, it undergoes a four-

part process consisting of set selection, preprocessing, analysis, and evaluation (Joshi & Hadi, 

2015). First, data is compiled into a standardized set that is based on what type of analysis is 

required (Joshi & Hadi, 2015). For example, “KDD cup data” (Joshi & Hadi, 2015) is commonly 

used to assess intrusion detection events within a larger network traffic environment, while a 

“CAIDA data set” (Joshi & Hadi, 2015) is used to assess different types of denial-of-service 

attacks (Joshi & Hadi, 2015). Once a specific data set has been chosen, the next step in the 

network traffic analysis methodology is preprocessing the chosen data set (Joshi & Hadi, 2015).  

Preprocessing involves removing any “incomplete or inconsistent” (Joshi & Hadi, 2015) 

data from a data set, the reason this is done is to improve the consistency and therefore quality of 

a data set (Joshi & Hadi, 2015). Furthermore, there are two different types of preprocessing 

methods that a data set can undergo, the “discretization method” (Joshi & Hadi, 2015) and the 

“feature selection method” (Joshi & Hadi, 2015). Discretization preprocessing has four different 

variations all of which are used to condense data sets by transforming “continuous attributes” 

(Joshi & Hadi, 2015) into nominal (countable/non-infinity) attributes by dividing the continuous 

attribute into sections and assigning each section a nominal/countable value (Joshi & Hadi, 

2015). On the other hand, the “feature selection method” (Joshi & Hadi, 2015) is used to remove 

sections from the data set that are irrelevant or repetitive to the practice of data mining (Joshi & 

Hadi, 2015).  

After preprocessing is completed the data set is ready to begin being analyzed using 

general data mining methods (each of which contains further subsets/algorithms) (Joshi & Hadi, 

2015). The four most common general data mining methods are clustering, classification, hybrid, 
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and association; and these mining methods are categorized by whether they require data to be 

labeled/structured (Joshi & Hadi, 2015). Furthermore, data mining methods that require labeled 

data are referred to as “supervised learning” (Joshi & Hadi, 2015), examples of such 

classification methods include “decision tree approaches and support vector machine (SVM)” 

(Joshi & Hadi, 2015). While data mining methods that do not require labeled data are referred to 

as “unsupervised learning” (Joshi & Hadi, 2015), with an example being “clustering” 

(Sydorenko, 2020). The difference between the two methods is that supervised learning requires 

more human input in the form of conducting significant “feature extraction” (Kavlakoglu, 2020) 

or labeling of an unstructured data set (Kavlakoglu, 2020).  

Finally, only after a type of data set is chosen, preprocessed, and mined, can evaluations 

be reached regarding the effectiveness of the data mining method/algorithm employed (Joshi & 

Hadi, 2015). To that point, the effectiveness of a data mining algorithm is measured in terms of 

its precision and its “time cost” (Joshi & Hadi, 2015). While many different metrics can be used 

to evaluate a data mining algorithm’s precision, the most used of those metrics is an algorithm’s 

accuracy ratio (Joshi & Hadi, 2015). A data mining algorithm’s accuracy ratio adds all correctly 

identify normal “true negatives” (Joshi & Hadi, 2015) and malicious “true positives” (Joshi & 

Hadi, 2015) packets and divides that number by the rate of classification errors an algorithm 

makes, i.e., malicious packet identified as normal “false negatives” (Joshi & Hadi, 2015) and 

normal packets identified as malicious “false positive” (Joshi & Hadi, 2015). Moreover, data 

mining algorithms are also evaluated based on the extent of computing resources they require to 

operate, which is simply called “time cost” (Joshi & Hadi, 2015). Lastly, the data mining 

algorithm that provides a desirable combination of precision and computing efficiency can be 

leveraged to create a network intrusion system (Ahmetoglu & Das, 2022). 
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Network Intrusion Systems 

Given a baseline of data about a network’s traffic and armed with an algorithm used to 

analyze network traffic, traffic analysis tools can provide semi-automated or fully automated 

network security functions (Gillis, 2020). Specifically, traffic analysis tools such as an “intrusion 

detection system (IDS)” (Lutkevich, 2021) or an “intrusion prevention system (IPS)” (Gillis, 

2020) can respond to suspicious network activity (data) by altering a network administrator in 

the case of an IDS or by taking a preventative measure without human intervention in the case of 

an IPS (Gillis, 2020). Furthermore, in any network of significant size, these tools are essential to 

the practice of network security via traffic analysis, as it is not feasible for humans to effectively 

or efficiently replicate the services these systems provide.  

However, these tools are not foolproof as “IDSes are prone to false alarms -- or false 

positives” (Lutkevich, 2021), and even more consequentially IDSes do not always catch 

malicious network activity which is known as a “false negative” (Lutkevich, 2021). False 

positives can also be extremely harmful to an IDS as they “can lead to administrators ignoring 

alerts” (English, 2020) which severely degrades the impact of the IDS (English, 2020). 

Moreover, IPSes deal with the same false positive, and negative issues but the effects of false 

positives are more severe with an IPS as a false positive from an IPS will result in denying 

network services to an authorized user (Gillis, 2020). While in the case of IPSes repeated false 

negatives will degrade network capabilities by consuming network resources (Cisco, 2009). 

Consequently, IPSes users are faced with a difficult choice as “it is almost impossible to 

completely eliminate false positives and negatives without severely degrading the effectiveness 

of the IPS or severely disrupting the computing infrastructure of an organization” (Cisco, 2009). 

Therefore, although ultimately beneficial, IDSes and IPSes have their limitations. Moreover, 
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those limitations will be exacerbated by an increasing number of smaller and smaller devices 

interfacing with each other, known as the internet of things (IoT). 

The Challenges IoT Networks Present to Machine Learning 

IoT network traffic is rapidly expanding as exemplified by the fact that “the market for 

the Internet of Things is expected to grow 18% to 14.4 billion active connections” (Hasan, 2022) 

over the next year (Hasan, 2022). Therefore, it is not surprising that traditional traffic analysis 

methods may be pushed past their functional limit as the traffic they are tasked with analyzing 

rapidly expands (Hasan, 2022; Kavlakoglu, 2020). However, the size of the data that needs to be 

analyzed is not the only issue IoT networks present to ML-enabled data mining methods, as the 

type of data that IoT devices generally produce is of even greater consequence (Kavlakoglu, 

2020). To that point, IoT network traffic is largely uncategorized, which (as explained in the 

earlier section covering data mining methods) for ML-rooted analysis, requires human 

supervision to analyze, and consequently is likely to be time/cost-prohibitive (Geetha & 

Thilagam, 2021; Kavlakoglu, 2020). This limitation presents a significant challenge to securing 

IoT networks as the growth and computing power of IoT devices means IoT networks “are a 

great target for attacks and malware” (Geetha & Thilagam, 2021), with “thousands of zero day 

attacks emerging in the field of Internet of things [IoT]” (Geetha & Thilagam, 2021). This reality 

only serves to heighten the imperative to secure said networks (Geetha & Thilagam, 2021). 

This limitation of ML is significant because uncategorized (raw) data “will account for 

up to 80 percent of data by 2025” (Chen & Hormati, 2022), yet “traditional learning methods are 

poor in detection performance and accuracy” (Geetha & Thilagam, 2021). Therefore, there is a 

need for data mining methodologies that can accurately monitor IoT network traffic with less 

human input than ML requires (Abbasi et al., 2021). 
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Machine Learning vs Artificial Neural Networks vs Deep Learning 

 Deep learning (DL) is a subset of machine learning (ML), which separates itself from ML 

by its use of “artificial neural networks (ANNs)” (Kavlakoglu, 2020). Furthermore, ANNs are a 

subset of ML which lies in between ML and DL, which can be illustrated using the following 

“Russian nesting dolls” (Kavlakoglu, 2020) example (Kavlakoglu, 2020). 

 

(Kavlakoglu, 2020) 

ANN’s functionality can be described as attempting to “mimic the human brain through a set of 

algorithms” (Kavlakoglu, 2020). Additionally, ANNs are composed of four distinct sections 

which include, “inputs, weights, a bias or threshold, and an output” (Kavlakoglu, 2020). Lastly, 

ANNs consisting “of more than three layers” (Kavlakoglu, 2020) can be described as a DL 

where “the “deep” in deep learning is referring to the depth of layers” (Kavlakoglu, 2020).  

DL’s multi-layered architecture is what separates it from ML and simple ANNs as it 

leverages its deep neural network to better recognize features (patterns) in 

unstructured/unlabeled data (Kavlakoglu, 2020). Moreover, the ‘depth’ of deep learning models 
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can extend to “hundreds of successive layers of representations” (Abbasi et al., 2021). 

Furthermore, each successive layer has a multitude of weights or “parameters” (Abbasi et al., 

2021) assigned that fundamentally change how analysis is performed based on their values 

(Abbasi et al., 2021). A diagram of how a single layer with accompanying weights functions is 

shown below. 

 

(Abbasi et al., 2021) 

 After taking into consideration all the layers and their associated weights, some “DL 

models may have tens of millions of parameters” (Abbasi et al., 2021). This additional 

complexity means training a DL model requires a significantly larger data set and subsequently, 

significantly more computing power than an ML model requires (Kavlakoglu, 2020; Thompson 

et al., 2020). However, the benefit of employing a DL-based method is it requires less human 

input in the form of “feature extraction” (Kavlakoglu, 2020). Lastly, the amount of data 

produced by IoT-based network traffic and the infrastructure that supports IoT devices provide 

DL algorithms with both the data set size and computing resources it requires to operate (Abbasi 

et al., 2021; Kavlakoglu, 2020). 
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Deep Learning as a Solution to the IoT Network Challenge 

Given enough time, computing power, and data points, deep learning (DL) can process 

raw (unstructured) data with minimal human-supervised instruction to produce accurate insights 

about the raw data using its deep artificial neural/belief network (Kavlakoglu, 2020). Therefore, 

given that the IoT produces a flood of unstructured data that would otherwise be unintelligible or 

require significant efforts by data scientists to structure, deep learning can be a very valuable tool 

for analyzing IoT network traffic (Hasan, 2022; Kavlakoglu, 2020). 

The amalgamation of DL algorithms and IoT networks is possible due to the amount of 

data IoT networks produce (shown by its rapidly growing 12.2 billion connected devices as of 

2021) which meets the high threshold required to train DL algorithms (Abbasi et al., 2021; 

Hasan, 2022). Additionally, new computing architectures had to be designed to support the IoT’s 

growth, resulting in the creation/expansion of “Fog and Edge” (Abbasi et al., 2021) computing 

(Abbasi et al., 2021). Fog/Edge computing involves breaking up the large, centralized cloud 

computing infrastructure and distributing those separated smaller components closer to (Fog) or 

directly next to (Edge) where data is being generated (Haiston, 2022). The distributed “devices 

are equipped with high-performance computational equipment e.g. Graphical Processing Units 

(GPUs)” (Abbasi et al., 2021) which can be leveraged to provide the necessary computing power 

to run DL algorithms (Abbasi et al., 2021). Furthermore, Fog/Edge computing architecture 

makes it possible to use “distributed machine learning techniques” (Abbasi et al., 2021) to train 

DL algorithms, which means the DL algorithm can be broken up and trained closer to the data it 

is working with which lessens “the network overhead and jeopardization of security and privacy” 

(Abbasi et al., 2021).  
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Not only can deep learning be used to analyze IoT network traffic with less human input, 

but multiple tests have shown that it does so more accurately when compared to machine 

learning algorithms when tasked with identifying network attacks (Abbasi et al., 2021). For 

example, one test showed that a DL algorithm was more accurate when tasked with identifying 

“unknown attacks in MEC” (Abbasi et al., 2021) MEC meaning “Mobile Edge Computing” 

(Abbasi et al., 2021) than four different types of ML algorithms (Abbasi et al., 2021). 

Furthermore, another test of a novel DL algorithm “achieved an accuracy of 77.99%, compared 

to 59.71% accuracy acquired by the static technique” (Abbasi et al., 2021) with the static 

techniques including “classical ML” (Abbasi et al., 2021). Lastly, a study conducted on IoT 

network security methods found that “IoT malware can be detected using Recurrent Neural 

network (RNN) deep learning” (Geetha & Thilagam, 2021) and “by using RNN-IDS the 

accuracy and performance rate of intrusion detection is improved” (Geetha & Thilagam, 2021). 

Conclusion 

In conclusion, the number of connected devices and therefore data in transit (traffic) 

continues to grow rapidly due to the expansion of the IoT (Hasan, 2022). The growth in volume 

and complexity of IoT network traffic will reduce the efficiency and effectiveness of ML-

enabled traffic analysis systems, in terms of their accuracy and the human capital they require to 

function. Therefore, deep learning needs to be utilized in novel network traffic technologies to 

resolve the challenges that IoT network traffic poses to existing ML-enabled traffic analysis 

systems. Furthermore, DL’s ability to learn from uncategorized data with minimal human input, 

and potentially produce more accurate predictions is what makes it the essential component of 

the next generation of IDSes and IPSes (Fridman, 2019).  
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